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1: Executive summary  
1.1 Context and purpose  
This policy sets out the overall personal data protection requirements for International Livestock 
Research Institute (ILRI)’s corporate and research operations globally. It governs the way ILRI (as a 
‘data controller’) collects, records, organizes, stores, uses, discloses, destructs (‘processing’) the 
personal data of ‘data subject(s)’ by digital or non-digital means, and which forms or is intended to 
form part of a filing system.  
This policy aligns with the CGIAR Privacy and Data Protection Policy and the European Union General 
Data Protection Regulations (GDPR). 
In general, the GDPR requires organizations, which act as ‘data controllers’, to provide a Privacy 
Notice to individuals setting out the ways in which their ‘personal data’ (of ‘data subjects’) is used, 
the parties to whom their data is disclosed, and their legal rights in relation to such data. 
1.2 Scope  
1.2.1 Personal data collected by ILRI as a ‘data processor’ includes:  
o Data collected to serve the legitimate business interests of ILRI as an entity including but not 
limited to staff data (and their dependents), donors, consultants, partners, collaborators, 
students, interns, casuals, visitors etc. 
o Data of ‘users’ of ILRI’s website (‘site’) and other online products and services offered by ILRI. 
o Data collected from beneficiaries of ILRI development activities.  
1.2.2 Research data and publications that involve personal identifiable information:  
• This is regulated under ILRI’s Institutional Research and Ethics (IREC) procedures and ILRI 
Research Publishing Guidelines which include safeguards such as; 
o obtaining ethics clearances for research involving human subjects;  
o ensuring that data collected by ILRI scientists is subject to appropriate prior informed 
consent;  
o managing data that may contain personally identifiable information securely so as to 
protect privacy; and 
o for publications, stripping personally identifiable information from any data that is 
released into the public domain. 
1.2.3 Ethical photography of human photo subjects 
The ethical photography, video or audio of human subjects is governed by ILRI’s Ethical Photography 
Guidelines (Research Publishing Guidelines No. 10). 
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1.2.4 Data privacy and global public goods 
*There is still significant debate in the scientific community regarding data privacy and the provision 
of global public goods and being pragmatic in ensuring that such privacy protections for individuals do 
not hamper ILRI’s (and CGIAR’s) ability to maximize potential benefits to society in international 
development. Work on this is underway led by the CGIAR Data Platform and the CGIAR System Office. 
This policy will be updated accordingly. 
1.2.5 National data privacy laws 
ILRI will respect and comply with applicable national data privacy laws wherever ILRI operates.  
1.2.6 Third-party data filing systems 
For ILRI data filing systems hosted or managed by a third party, ILRI will execute service agreements 
with appropriate compliance, non-disclosure and data protection clauses including appropriate due 
diligence checks to assess and verify that appropriate safeguards are in place. 
 
1.3 Primary and other audiences 
This policy applies to all ILRI staff and activities globally. 
 
1.4 Key changes since last version 
Not applicable. 
 
1.5 Summary of key country/regional-specific differences in application 
This policy aligns with global GDPR standards. In the event of divergences with national laws, ILRI will 
respect and comply with such additional compliance requirements. 
 
2: The policy 
2.1 ILRI staff data and privacy  
2.1.1 Legitimate interests of ILRI—staff consent not a requirement 
ILRI as an employer obtains personal data about its staff and their dependents as applicable, to 
fulfil its contractual obligations to its staff and to serve the legitimate business interests of the 
institute. To this end, ILRI is not required (under the GDPR) to obtain consent from the staff if the 
staff’s personal data is processed on a relevant basis such as:  
i. necessary to fulfil the contractual obligations to the employee (e.g. salary and benefits); 
ii. necessary for the legitimate business interests of the employer (e.g. reference checks, 
emergency contacts, human resource records, travel administration, etc.), 
iii. necessary to protect the vital interests of the staff and declared dependents (e.g., 
emergency medical and security evacuation), or  
iv. necessary for compliance with a legal obligation to which the institute is subject (e.g. tax 
returns, filing returns with other government agencies etc.).  
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2.1.2 Third-party disclosure or transfer  
Although consent is not required as described above, staff will be notified as part of their staff 
contracts under the ‘HR Privacy Notice Schedule’ of what personal data is collected and the 
sharing of personal data with third-party service providers for the administration of their 
benefits, security and travel information, insurance service providers etc. 
 
2.2 Data subject rights 
2.2.1 What personal information does ILRI collect in general?  
Personal data as described in section 1 (Purpose) to serve the legitimate business interests of 
ILRI as an organization. 
2.2.2 What personal information does ILRI collect from visitors to its website and other online 
products 
A. Personal identification information 
When registering or logging in on the ILRI site, a user may be asked to enter an email address 
or other details, such as name and institutional affiliation. 
ILRI will collect personal identification information from users only if they voluntarily submit 
such information to ILRI. users can always opt not to supply personal identification 
information, except that it may prevent them from engaging in certain activities in the site. 
B. Non-personal identification information 
Whenever you visit the ILRI site, there is certain information that almost always gets created 
and recorded automatically.  
Log data. ILRI servers will automatically record information (‘log data’), including information 
from your browser or device, which may include your Internet Protocol address, browser 
type and settings, the date and time of your request, and cookie data. 
Cookie data. The ILRI site may use ‘cookies’ to enhance the user experience (e.g. to save 
users’ preferences for future visits, compile aggregate data about site traffic and site 
interaction to offer better site experiences and tools in the future). users may opt to refuse 
or allow the use of cookies. 
C. When do we collect information? 
When a user registers on the ILRI site, fills out a form, enters information on the site or in 
providing feedback to ILRI news or stories. 
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D. How does ILRI use user information? 
ILRI may use the email address to respond to user inquiries, questions, and/or other 
requests. If a user decides to opt-in to our mailing list, they will receive emails that may 
include ILRI news, updates, related product or service information, etc. If at any time the user 
would like to unsubscribe from receiving future emails, detailed unsubscribe instructions are 
included at the bottom of each email. 
E. How does ILRI protect user information? 
ILRI adopts appropriate data collection, storage and processing practices and security 
measures to protect against unauthorized access, alteration, disclosure or destruction of your 
personal information and data stored on our site and elsewhere. 
Sensitive and private data exchange between the site and its users happens over an SSL 
secured communication channel and is encrypted and protected with digital signatures. 
F. Third-party disclosure 
ILRI does not sell, trade, or rent users personal identification information to others. ILRI may 
share generic aggregated demographic information not linked to any personal identification 
information regarding visitors and users with our partners, trusted affiliates and advertisers 
for the purposes outlined above. ILRI may use third-party service providers to help us operate 
our mission, offline services, and the site or administer activities on our behalf, such as 
sending out newsletters or surveys. ILRI may share user information with these third parties 
for those limited purposes provided that the user has given their permission. 
G. Legal disclosures  
Notwithstanding anything to the contrary in this privacy policy, users acknowledge, consent 
and agree that ILRI may disclose information in order to:  
a. comply with applicable law, regulation, legal process, or governmental request;  
b. protect the rights, property and safety of ILRI and others, including intellectual property 
rights; and  
c. enforce or apply our agreements and policies. 
H. Third-party links 
users may find other content on the ILRI site that links to the sites and services of ILRI 
partners, donors and other third parties. ILRI does not control the content or links that 
appear on these sites and is not responsible for the practices employed by websites linked to 
or from the ILRI site. Browsing and interaction on any other website, including websites 
which have a link to the ILRI site, is subject to that website's own terms and policies. ILRI is, 
however, committed to the integrity of its site and welcomes feedback on any of the linked 
sites. 
 
Page 8 of 11 
 
I. Children 
ILRI does not intend, and its site is not designed, to collect personal information from children 
under the age of 18. Minors should not provide personal information on the site or use it without 
the supervision or authorization of an adult.  
 
2.3 Specific data subject rights regarding data privacy and protection  
2.3.1 Privacy by design 
Privacy by design enables privacy to be ‘built in’ to the design and architecture of information 
systems, business processes, and networked infrastructure. ILRI ensures that all its archival systems 
containing personally identifiable information use design methodology or system procurement 
criteria that includes privacy by design.  
2.3.2 Collection of and access to personal data 
ILRI will only collect the minimum amount of personally identifiable data that is absolutely necessary 
to complete the action to which that information is associated with a view to minimizing risk 
exposure to ILRI (in case of any potential data breaches). If actions change and information is no 
longer needed, ILRI will stop collecting the information immediately.  
Further, ILRI will only grant access to individuals who absolutely need access in order to perform their 
duties. If duties or individuals change, ILRI will remove permissions from any accounts who do not 
need access. 
ILRI will conduct periodic reviews of every filing system under its control and ensure that data 
collection and data access requirements are up to date.  
2.3.3 Affirmative consent and privacy notice 
When collecting personal data, affirmative consent will be requested from the data subject. The 
consent request notice contains the following information: 
• ILRI contact details and contact official; 
• the reason for collecting the information; 
• whether the information will be transferred to another country or international organization 
(e.g. the CGIAR System Organization); 
• how long the information will be stored; 
• how the data subject can correct, delete, restrict processing, or object to processing of their 
data as well as how they can receive their data to move it someplace else; 
• the right for the data subject to withdraw their consent at any time; 
• the right for the data subject to lodge a complaint with the appropriate authorities; and 
• if providing the personal data is a requirement to comply with a law or contract, the possible 
consequences of not providing the information. 
2.3.4 Data subject access rights 
Data subjects have the right to, upon request, access their information to amend and/or confirm 
accuracy; request their data be provided for submission elsewhere; and request their information be 
deleted from the ILRI data filing system.  
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• Upon request, ILRI will provide the data subject with their information free of charge unless 
the request is manifestly unfounded or excessive (particularly if it is repetitive). If unfounded 
or excessive, ILRI may charge a reasonable fee based on the administrative cost of providing 
the information. 
• ILRI will respond to requestors within one month of receipt of their request and may extend 
the response period and must notify the requester within one month if so, explaining why 
the extension is necessary, if the requests are complex or numerous. Unless the request is for 
a large amount of information, responses will not linger past three months of receipt of 
request. 
• ILRI will provide the requested information in an easily accessible, commonly used, electronic 
format. 
2.3.5 Breach 
For data filing systems over which ILRI has control, a breach notification system and process is in 
place guaranteeing that data subjects will be notified of the breach within 72 hours (or less) of ILRI 
first having become aware of a breach. ILRI has robust mitigation and monitoring in place to prevent 
and/or identify a breach when it occurs. 
 
2.4 Compliance and reporting 
Staff are required to and encouraged to report any non-compliance with this policy to their manager 
or through the ILRI whistle-blower mechanism. 
 
2.5 Contacting ILRI 
 
For any questions regarding ILRI’s Data Protection and Privacy Policy or practices, the contact address 
is:  
International Livestock Research Institute (ILRI)  
Nairobi Kenya 
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3: Appendix 
3.1: Definitions 
‘Development activities’ means an activity with participants receiving benefits (e.g. livestock 
interventions, training etc.) from the said activity without an element of research (e.g. characterizing, 
testing, evaluating). 
‘Personal data’ means any information relating to an identified or identifiable natural person (‘data 
subject’); an identifiable natural person is one who can be identified, directly or indirectly, in 
particular by reference to an identifier such as a name, an identification number, location data, an 
online identifier or to one or more factors specific to the physical, physiological, genetic, mental, 
economic, cultural or social identity of that natural person. 
‘Processing’ means any operation or set of operations which is performed on personal data or on sets 
of personal data, whether or not by automated means, such as collection, recording, organization, 
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, 
dissemination or otherwise making available, alignment or combination, restriction, erasure or 
destruction. 
‘Controller’ refers to ILRI when, alone or jointly with others, determines the purposes and means of 
the processing of personal data.  
‘Processor’ means a natural or legal person, public authority, agency or other body which processes 
personal data on behalf of ILRI (as controller). 
‘Third party’ means an entity or person(s) who, under the direct authority of the controller or 
processor, are authorized to process personal data; 
‘Privacy by design’ means the inclusion of data protection from the onset of the designing of systems, 
rather than an addition. 
‘Personal data breach’ means a breach of security leading to the accidental or unlawful destruction, 
loss, alteration, unauthorized disclosure of, or access to, personal data transmitted, stored or 
otherwise processed. 
‘Data concerning health’ means personal data related to the physical or mental health of a natural 
person, including the provision of health care services, which reveal information about his or her 
health status; 
‘Filing system’ means any structured set of personal data which are accessible according to specific 
criteria, whether centralized, decentralized, or dispersed on a functional or geographical basis. 
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©2018 International Livestock Research Institute (ILRI)  
 
 This publication is copyrighted by the International Livestock Research Institute (ILRI). It is licensed for 
use under the Creative Commons Attribution 4.0 International Licence. To view this licence, visit 
https://creativecommons.org/licenses/by/4.0. Unless otherwise noted, you are free to share (copy and 
redistribute the material in any medium or format), adapt (remix, transform, and build upon the material) for any purpose, 
even commercially, under the following condition: 
 ATTRIBUTION. The work must be attributed, but not in any way that suggests endorsement by ILRI or the author(s). 
 
NOTICE: 
For any reuse or distribution, the license terms of this work must be made clear to others. 
Any of the above conditions can be waived if permission is obtained from the copyright holder. 
Nothing in this license impairs or restricts the author’s moral rights. 
Fair dealing and other rights are in no way affected by the above. 
The parts used must not misrepresent the meaning of the publication. ILRI would appreciate being sent a copy of any 
materials in which text, photos etc. have been used.  
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